
EEAS Personal Data Processing Record
Ref. Article 31 of Regulation (EU) 2018/1725 - Legal obligation for maintaining records

1 Title of the processing activity Campaigns and Promotion Activities by the EEAS and EU Delegations via Intermediaries, including Influencers on Social
Media Platforms (Digital awareness campaigns and public diplomacy activities)

3 Register reference number 2781

4 Identity and contact details of the 
Data Controller
Joint Controller (if applicable)
Data Processor (if applicable)

Controller: 
  
   European External Action Service    
  Rond Point Schuman 9A, 1046 Brussels, Belgium   
  Data Controller contact entity:    
   EEAS Division '     Strategic Communications 1: Communications Policy  Public Diplomacy Division’ - EEAS.SG.AFFGEN.6    
  Functional mailbox:  HQ:     sg-affgen-6@eeas.europa.eu      
 EEAS-SOCIAL-MEDIA@eeas.europa.eu   Processor : 
  
  Tipik SA, Avenue de Tervuren 270, B-1150 Brussels   
  ESN (European Service Network S.A.) Galerie Ravenstein 4 B-1000 Brussels   
  Data are processed by the used social media platforms as sub-processors:   
   -Instagram – US Headquarters (owned by Facebook)       
 -   Facebook      – US (   Facebook, Inc.)1601 Willow Road     Menlo Park, CA 94025 – EEA branches: Netherlands, Germany,
Belgium      
   -Twitter – US (Twitter Inc.    1355 Market Street, Suite 900, San Francisco, CA 94103; for EEA users: One Cumberland Place,
Fenian Street  Dublin 2, D02 AX07 IRELAND       
   -Flickr – US    (Flickr, Inc.)       CA 94041, USA    (owned by SmugMug Inc., Privacy Manager:      Sutton, England, SM1 1JB)   
  -  LinkedIn – US   (owned by Microsoft)   Mountain View   ,   California   ,   U.S.         
   -YouTube – US (owned by Google – Alphabet Inc.    1600 Amphitheatre Parkway   Mountain View Ca 94043   ) Google EEA
branch – google Ireland Ltd.    
 -TikTok – China (owned by ByteDance Ltd.)   
 The Platform is provided and controlled by TikTok Inc.  
    
  For users in the European Union, European Economic Area and Switzerland:   
 TikTok Technology Limited, 10 Earlsfort Terrace, Dublin, D02 T380, Irel  
 and  Data Protection Officer: Emese Savoia-Keleti data-protection@eeas.europa.eu 

5 Identity and contact details of 
the Data Protection Officer

EEAS Data Protection Officer (DPO): 
Emese Savoia-Keleti. 
SG.AFFGEN.DPO
Functional Mailbox of the DPO:
DATA-PROTECTION@eeas.europa.eu

6 Purpose of the processing activity The purpose of the social media activities is to ensure promoting EU values and disseminate information among the widest range of
public, actively involving various groups of society using a number of social media platforms. This permits to engage individuals and
reaches users of various platforms.   The aim of these campaigns is to expand the overall scope, knowledge and impact around
various topics of interest to the public.   Certain events and their anniversaries   create a unique opportunity for this.   In order to do
so, a list of influencers of social media are generated by the platforms. The social media platforms processes data of influencers
active on one or more social media platforms, including the user name, focus of interest; the social media platforms communicates
data to so-called targeters who are interested to communicate to users of social media platforms.    
   
    
  These awareness campaigns are rolled out bottom-up through videos, photos or other creative content posted on the platforms,
including Instagram, Facebook, TikTok, Twitter, LinkedIn or others. The processing activity targets the public by inviting social
media influencers to take part in the specific campaign, usually, by broadcasting a challenge video.   
   Description    
     
  The EEAS receives a list of influencers of the various social media platforms. The influencers inspire others to share content,
occasionally modified or complemented. Users ofthe platforms learn about the content of the campaign through the influencers or
from other users and contribute to distribute the messages among contacts and peers. EU Delegations may get in contact with local
influencers through their social media account or pre-established contact channels to reach out to the public through local contacts
who could be participants at social media or public events organised by EU Delegations.   The EEAS or the EU Delegations may
also contact other users through their social media account or other prior-used contact means to ask them to endorse sharing their
content through the EEAS or EU Delegation social media channels.   
     
   Social media channels    
  The EEAS and the EU Delegations    use social media to promote and inform about events and meetings through widely used and
contemporary channels. In addition to the      EEAS Webpage    , videos may be uploaded to the     EEAS YouTube     channel and
links from our website can appear on     Twitter    ,     Instagram    ,     Flickr    ,    LinkedIn    and     Facebook    . The use of social
media does not in any way imply endorsement of them or their privacy policies. The EEAS recommends that users read the
Twitter    ,     Flickr    ,     Facebook    ,     Instagram     ,       LinkedIn    and     YouTube     privacy policies which explain their data
processing policy, use of data, users' rights and the way how users can protect their privacy when using these services  .   
     
  Additional information   
  - Videos may be presented by the social media platform to the influencers   from different countries where the campaign was to be
rolled out.     The EEAS received a list of influencers interested in the specific topic (e.g children’s rights, fundamental rights) from
the social media platform.   
  - The EEAS communicates to the social media platform to which influencers to present the video.   
  -   The influencers decided themselves whether to take up the challenge and the EEAS does not check whether they did or not.    
  -The EEAS receives aggregated data, i.e. statistics about the number of users who take up the challenge.   
  - On the EEAS webpage, there is the button “share” but not the button “like”. On the web the EEAS does not register what users
liked on their social media platform.     
  When the social media content is embedded in the pages, it is possible to like the content, but the users are redirected to the
social media page directly and there they use their own private social media account. Therefore there is no exchange of data on the
EEAS website. See example:    https://eeas.europa.eu/headquarters/headquarters-homepage/88474/josep-borrell-regional-
cooperation-western-balkans-key-reconciliation-and-sustainable-economic_en      
     
    Concrete activities – sample description:     
   #BeThe Wave    
  The campaign invites Instagram influencers to take part in the campaign by creating and broadcasting a challenge video.
Journalists are also involved for PR material.   
     
   “Europeans Making a Difference”    
  The campaign portrays a number of individuals in short video portraits disseminated on EEAS social media channels. These
persons take part in the campaign on a voluntary basis.   As part of the promotion, EEAS mentions names, social media handles
and relevant facts about these persons.    
  The campaign is boosted on EEAS social media channels with support from the contractor, Tipik.    
     
   #TheRealChallenge    
  The aim of the campaign was to engage multiple audiences via social media and expand the overall scope, knowledge and impact
on children’ rights. It is an awareness campaign, rolled out bottom-up through virtual challenges posted on the platform Tik-Tok.
The activation happened through influencers in the platform that inspired others to take “the challenges”: 15-second videos, sound
tracked by short snippets of music representing four children’s rights (family unity, bullying, equality and child labour). For this
campaign so-called creative content videos were produced employing professional actors, who consented to the use of the videos.
Users of   TikTok are meant to re-create the original video and duet with the songs contributing to spread the messages among
their peers. By adapting something they’re familiar with, a challenge, they get to learn about their own rights and the rights of other
kids their age.   
   EUvsDisinfo - Disinformation Campaign    
 Social Media Activities and Campaigns on EUvsDisinfo accounts on Facebook, Twitter, LinkedIn Youtube, including Facebook and
Twitter business accounts. 
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7 Legal basis and lawfulness Processing of personal data related to communication and   promotion activities by the EEAS and EU Delegations via
intermediaries, including influencers on social media platforms, is necessary for the performance of a task carried out in the public
interest, namely communication to promote European values, as mandated by the Treaties, in particular by articles 5, 11, 20, 21-40,
42, 43 of the of the Treaty on European Union (TEU) and 2 (4) and (5), 205, 220-221, 326 – 334 of the Treaty on the Functioning of
the European Union (TFEU)..    
  Legal references:    
  - EEAS vision for social media Ref. Ares(2016)6738179 - 01/12/2016   
  - Para 6 of Article 9 of 2010/427/EU: Council Decision of 26 July 2010 establishing the organisation and functioning of the
European External Action Service OJ L 201, 3.8.2010, p. 30–40   
  - Para (3) b of Article 4 of 2010/427/EU: Council Decision of 26 July 2010 establishing the organisation and functioning of the
European External Action    
  - Shared Vision, Common Action: A Stronger Europe: A Global Strategy for the European Union’s Foreign and Security Policy
(June 2016): Chapter 1. A Global Strategy to Promote our Citizens’ Interests   
 - Council Conclusions, October 2016: On that occasion the Council of the European Union stressed the need of joining up efforts in
the field of public diplomacy including strategic communication, inside and outside the EU, to speak with one voice and ultimately
promote its core values ”Service OJ L 201, 3.8.2010, p. 30–40 

8 Categories of individuals
whose data is processed 
- Data subjects

Categories of data subjects:   
  - Social media users in 2 categories:   
   (1)      Social media Influencers* – Personal data are processed (see below)   
   (2)      Follower’ users (other than influencers) – No personal data are processed   
  - Individuals/Actors in the videos – in case social media campaign uses a video for awareness raising. Participation in videos is
based on their consent   
  - Journalists   
 *Influencers can be considered to be public figures as they use the social media platform to attract audience. Therefore, it is in their
interest to share the videos social media platform presents to them. 
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9 Categories of data - Data processed Personal data processed are the following:   
  - User Name (avatar names and/or real names)   
  - Nationality, e.g. for individuals portrayed in a video, influencers   
  - Age e.g. for individuals portrayed in a video, influencers   
  - Contact data (Influencers and users are primarily contacted via their social media profiles. In Delegations former contacts could
be followed up using pre-established contact channels   
  - Interest in specific topics, domains     
  - Promotion material, including videos, communicated for further sharing     
  - I  nformation about accounts, such as profile name, age, number of followers   in different social media channels     and potential
reach/pick-up of posts.    
  Material shared in social media if the influencers or users give their consent to use it in the communication activities of the EEAS
or EU Delegations on social media.   
  Data are collected by the used social media platform according to their own privacy policies. The EEAS recommends in the
Privacy Statement that users read the relevant Privacy Policies when using these services.   
  Users of social media connect with their own private accounts. The EEAS does not collect or process data of social media users.
 Processing personal data of social media account users - who may follow influencers - is not the purpose of the promotion
campaign. Only the processing personal data of influencers is applicable for the awareness campaigns. 

10 Recipients of data – Access to data The recipients of the data may be   
  - Designated staff of the EEAS, including Strategic Communications, i.e. Social Media - Digital Communications   
  - Assigned staff of other EU institutions and other assigned organiser team members, if required   
  - Security and other partners, contractors, service providers on behalf of the organiser   
  With the exception of public domain data, no personal data is transmitted to third countries or to international organisations, which
are outside the recipients (processors and subprocessors) and the legal framework mentioned.    
 Data will not be shared with third parties for direct marketing. Under certain conditions outlined in law, we may disclose your
information to third parties, (such as the European Anti-Fraud Office, the Court of Auditors, or law enforcement authorities) if it is
necessary and proportionate for lawful, specific purposes. Service providers will process data on documented instructions and on
behalf of the EEAS/EU Delegation in accordance with Article 29 of Regulation (EU) 2018/1725. More information on how the
provider processes personal data is available on the website of the contracted organisation. Data will not be communicated to third
parties, except where necessary for the purposes outlined above 
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11 Transfer to Third Countries
or International Organizations (IOs)
and suitable safeguards (if applicable)

Data are processed by the social media platforms used:   
    - Instagram – US      Headquarters (owned by Facebook)       
 -    Facebook        – US      (   Facebook, Inc.)1601 Willow Road     Menlo Park, CA 94025 – EEA branches: Netherlands, Germany,
Belgium      
    -Twitter – US      (Twitter Inc.    1355 Market Street, Suite 900, San Francisco, CA 94103; for EEA users: One Cumberland Place,
Fenian Street  Dublin 2, D02 AX07 IRELAND       
    -Flickr – US         (Flickr, Inc.)       CA 94041, USA    (owned by SmugMug Inc., Privacy Manager:      Sutton, England, SM1 1JB)
   -    LinkedIn – US      (owned by Microsoft)   Mountain View   ,   California   ,   U.S.         
   LinkedIn has a GDPR-compliant process for transferring data from Europe.    LinkedIn uses Standard Contractual Clauses (also
known as EU Model Clauses) for the transfer of personal data out of the EU.     
    -YouTube – US      (owned by Google – Alphabet Inc.    1600 Amphitheatre Parkway   Mountain View Ca 94043   ) Google EEA
branch – google Ireland Ltd.    
  For users based in the European Economic Area or Switzerland, the data controller responsible for your information is Google
Ireland Limited, unless otherwise stated in a service-specific privacy notice. In other words, Google Ireland Limited is the Google
affiliate that is responsible for processing your information and for complying with applicable privacy laws.   
   -TikTok – China    (owned by ByteDance Ltd.)   The Platform is provided and controlled by TikTok Inc.      For users in the
European Union, European Economic Area and Switzerland:   TikTok Technology Limited, 10 Earlsfort Terrace, Dublin, D02 T380,
Ireland    

12 Time limit for keeping the data
- Retention period

Personal data is kept only for the period of time preparing the communication activities, i.e. campaigns.   
 Data received about influencers only serve the purpose to provide information via the social media platforms presenting the
influencers with the promotion material. Data of influencers are not processed for any other purpose.  

13 Data Storage The personal data are stored on servers that abide by pertinent security rules.  
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14 General description of security measures Appropriate organisational and technical measures are ensured according to Article 33 of Reg. (EU) 2018/1725. The personal data
collected by the EEAS/EU Delegation are stored on servers that abide by pertinent security rules.   Data is processed by assigned
staff members. Access to specific files requires authorisation.   Measures are provided to prevent unauthorised entities from
access, alteration, deletion, disclosure of data.   General access to personal data is only possible to recipients with a UserID/
Password. Physical copies of personal data are stored in a properly secured manner.      
    
  Description on security measures of the online platforms can be found on their websites.   
    - Instagram:           
      https://www.instafollowers.co/blog/learn-new-social-media-security-measures-by-instagram             
  https://help.instagram.com/519522125107875   
  -      Facebook        :      
    https://www.facebook.com/legal/FB_Work_Privacy     
  https://www.facebook.com/about/privacy/previous   
    -Twitter     
    https://help.twitter.com/en/safety-and-security     
   https://twitter.com/en/privacy    
    -Flickr     
    https://help.flickr.com/categories/privacy-and-security-SylE5vXQlm     
  https://www.flickr.com/help/privacy   
   -    LinkedIn     
    https://security.linkedin.com/       
  https://www.linkedin.com/legal/privacy-policy   
    -YouTube     
   https://www.youtube.com/static?template=terms    
  https://www.youtube.com/howyoutubeworks/policies/community-guidelines/   
   -TikTok     
  https://www.tiktok.com/legal/static/privacy   
 https://www.tiktok.com/legal/privacy-policy-for-younger-users  
  

15 Rights of individuals  Individuals have the right of access to their personal data and the right to correct any inaccurate or incomplete personal data.   The
right of rectification can only apply to factual data processed. Under certain conditions, individuals have the right to ask the deletion
of their personal data or restrict their use as well as to object at any time to the processing of their personal data on grounds relating
to their particular situation. The EEAS   will consider the request, take a decision and communicate it to the individuals without
undue delay and in any event within one month of receipt of the request. That period may be extended by two further months where
necessary. For more detailed legal references, information can be found in Articles 14 to 21, 23 and 24 of Regulation (EU)
2018/1725. In specific cases, restrictions under Article 25 of the Regulation may apply.    
  If individuals have questions concerning the processing of their personal data, they may address them to the Data Controller via
the functional mailbox:   
   sg-affgen-6@eeas.europa.eu    
  or   
   EEAS-SOCIAL-MEDIA@eeas.europa.eu   

16 Information to data subjects Information is provided to the Data Subjects   related to this Record in the Privacy Statement. The Privacy Statement or Data
Protection Notice is accessible on the internet of the EEAS.    Data Subjects may also request further information by contacting the
controller via EEAS-SOCIAL-MEDIA@eeas.europa.eu.   
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