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Mr Kaye 

 

We thank you for your report in which you address the use of encryption and 

anonymity in digital communications. We welcome your report and share your view 

that encryption technologies are an important tool in enabling individuals to exercise 

their right to freedom of opinion and expression.  

 

Further, encryption technologies – such as VPNs – are an integral part of the global 

ICT infrastructure, and crucial in enabling not only individuals, but also businesses 

and increasingly devices and machines to communicate securely, also across 

borders.  

  

In your report, you note that restrictions on encryption and anonymity must be strictly 

limited according to principles of legality, necessity, proportionality and legitimacy. 

You also note that there is near universal consensus in the technical community that 

compromised encryption cannot be kept secret from those who might seek to exploit 

its weaknesses. 

 

We would therefore like to ask you to elaborate on how limitations on restrictions on 

privacy and freedom of expression be implemented in a way which does not 

compromise encryption? 
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We thank you, Mr. Kaye, and wish you all the best in your further work. 

  

Turning now to the Special Rapporteur on peaceful assembly and association: 

Mr. Kiai, we thank you for your report in which you assess the rights to freedom of 

peaceful assembly and of association in the context of natural resource exploitation. 

We share your view that peaceful assembly and association rights are essential for 

effective civil society engagement in decision-making on natural resource exploitation 

activities and can facilitate a constructive dialogue.  

Mr. Kiai, what should be done to increase the significance of civil society´s role and to 

avoid its misperception and underestimation? As the EU is concerned by recent 

examples of NGO´s being curtailed by national legislation regarding foreign funding, 

we would like to hear what is your assessment of possible ways to address this 

worrying tendency and to assist in promoting an enabling environment? 

In your report, you refer to the Guiding Principles on Business and Human Rights as 

an instrument that sets out voluntary human rights obligations for companies. We 

concur with you that it is essential to continue implementing these Principles by all 

national and transnational business entities and that States should encourage their 

implementation. The EU has made a progress, both collectively and individually, in 

translating the Guiding Principles into concrete commitments. We hope that national 

action plans for their implementation will be developed globally. We believe that no 

international mechanism will be able to replace robust domestic legislation, as well as 

processes involving all stakeholders.   We thank you, Mr. Kiai, and wish you all the 

best in your further work. 

 

 

 

 


